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ment process, approved by the American National Standards Institute, which brings together volunteers representing varied
viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the Institute and serve with-
out compensation. While the IEEE administers the process and establishes rules to promote fairness in the consensus devel-
opment process, the IEEE does not independently evaluate, test, or verify the accuracy of any of the information contained
in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other dam-
age, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting
from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly disclaims
any express or implied warranty, including any implied warranty of merchantability or fithess for a specific purpose, or that
the use of the material contained herein is free from patent infringement. IEEE Standards documents areAsipplied “
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In publishing and making this document available, the IEEE is not suggesting or rendering professional or other services
for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other person or
entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon the advice of a com-
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appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is important to ensure that any
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eties and Standards Coordinating Committees are not able to provide an instant response to interpretation requests except in
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Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation with
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USA
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validity of any patent rights in connection therewith. The IEEE shall not be responsible for identifying patents
for which a license may be required by an IEEE standard or for conducting inquiries into the legal validity or
scope of those patents that are brought to its attention.
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Introduction

[This introduction is not part of IEEE Std 1516.3-2003, IEEE Recommended Practice for High Level Architecture
(HLA) Federation Development and Execution Process (FEDEP).]

The High Level Architecture (HLA) has been designed to facilitate interoperability among simulations and
to promote reuse of simulations and their components. The HLA is composed of three major components:

— HLA rules:A set of ten basic rules that together describe the general principles defining the HLA.

— HLA interface specificationA description of the functional interface between simulations (feder-
ates) and the HLA runtime infrastructure (RTI).

— HLA Object Model Template (OMTA: specification of the common format and structure for docu-
menting HLA object models.

In an HLA application, any number of physically distributed simulation systems can be brought together
into a unified simulation environment to address the needs of new applications. These types of environments
are known as HLA federations. The HLA specifications together define an overarching framework for the
construction and execution of federations.

Within the various government and commercial organizations that comprise the HLA community, many dif-
ferent approaches to project management and systems engineering are being used. Such practices, proce-
dures, and methodologies have evolved over time based on how well they serve the different functional areas
and user communities for which they are intended. Many of these approaches currently use modeling and
simulation (M&S) as a key enabler of certain functions, such as concept evaluation, testing, and training.
However, a significant number of organizations adopting the HLA have not yet determined how to tailor
their native management and engineering processes to take advantage of the HLA. For instance, while many
in the analysis community have established procedures for non-runtime exchange of data from one simula-
tion to another, the opportunities provided by the HLA for more dynamic exchange of data at runtime
require that existing engineering processes be modified or augmented in order to take advantage of such
opportunities. Even in communities in which distributed simulation is more commonplace (e.g., training),
migration to the HLA generally requires some modification to existing management and engineering pro-
cesses to capture the benefits offered by the HLA. As simulation users perform this migration, it is critical
that guidance be available to orient new users to the specific set of tasks and activities necessary to develop
and execute HLA federations.

This recommended practice describes the HLA FEDEP. The purpose of this recommended practice is to
describe a generalized process for building and executing HLA federations. It is not intended to replace the
existing management and systems design/development methodologies of HLA user organizations, but rather
to provide a high-level framework for HLA federation construction and execution into which other systems
engineering practices native to each individual application area can be easily integrated. In addition, the
HLA FEDEP is not intended to be prescriptive, in that it does not specify a “one size fits all” process for all
HLA users. Rather, the FEDEP defines a generic, common sense systems engineering methodology for HLA
federations that can and should be tailored to meet the needs of user applications.

Although every HLA application requires a basic agreement among all federates as to the systems engineer-
ing approach that will be used to develop and execute the federation, there can be significant variability in
the degree of formality defined in the chosen process. The primary driver for how much formality is required

is typically the size and complexity of the application. For example, in large complex federations, require- -
ments and associated schedules for delivery of federation products are generally very explicit, as is the con-
tent and format for documentation of these products. In smaller or less complex applications, a less -
structured process with fewer constraints on the types, formats, and content of federation products may be
perfectly reasonable and may have certain efficiency advantages as compared to a more formalized process. -

Copyright © 2003 IEEE. All rights reserved. iii

Copyright The Institute of Electrical and Electronics Engineers, Inc.
Provided by IHS under license with IEEE Licensee=FAA/9999507001
No reproduction or networking permitted without license from IHS Not for Resale, 05/27/2008 09:41:42 MDT



Other secondary factors may also influence how the FEDEP is tailored (or adapted) for a specific
application. For instance, some communities may have documentation requirements that are unique to their
application area. In this case, the activities required to produce these products must be accounted for in the
overall process. The reuse potential of these and other required federation products may also influence the
nature and formality of the activities that produce them. Another factor is the availability of reusable federa-
tion products and persistent federation development teams as opportunities for shortcuts, whereby it may be
possible to identify and take advantage of a more streamlined, efficient development process. Finally, practi-
cal resource constraints (i.e., cost, schedule) may dictate how certain activities are performed and how the
associated federation products are produced and documented.

In summary, it is recognized that the needs and requirements of the distributed simulation community are
quite diverse. The HLA provides a generalized architecture for simulation interoperability; however, strict
adherence to the HLA specifications is not, by itself, sufficient to ensure a fully consistent, interoperable
distributed simulation environment. For instance, issues such as the need for consistent environmental data-
bases and for consistent behavior representations of objects modeled by more than one federate are critical
to achieving interoperability; however, these types of issues cannot be fully addressed solely through adher-
ence to the HLA specifications. Although some technical or managerial issues may be unique to a given
application, many other issues associated with building and executing a fully interoperable HLA federation
are more general in nature. The HLA FEDEP is offered to the HLA community as a starting framework for
identifying and addressing these more general issues, as discussed within the context of a full end-to-end
process model for the development and execution of distributed simulation environments (federations) that
fully conform with the HLA specifications. This framework can and should be tailored as appropriate to
address the unique issues, requirements, and practical constraints of each individual application. It is
expected that this framework will provide a viable foundation for all HLA applications and will assist the
users in defining the specific tasks and activities necessary to support their particular needs.

iv Copyright © 2003 IEEE. All rights reserved.
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IEEE Recommended Practice for
High Level Architecture (HLA)
Federation Development and
Execution Process (FEDEP)

1. Overview

1.1 Scope

This recommended practice defines the processes and procedures that should be followed by users of the
High Level Architecture (HLA) to develop and execute federations. It is not intended to replace low-level
management and systems engineering practices native to HLA user organizations, but is rather intended as a
higher-level framework into which such practices can be integrated and tailored for specific uses.

1.2 Purpose

The HLA has been designed to be applicable across a wide range of functional applications. The purpose of
this architecture is to facilitate interoperability among simulations and promote reuse of simulations and
their components.

A named set of applications (e.g., simulations, loggers, viewers) interacting via the services of the HLA
runtime infrastructure (RTI) in accordance with a common rule set and a common HLA Object Model (OM)

is known as an HLAederation The purpose of this recommended practice is to describe a high-level pro-
cess by which HLA federations can be developed and executed to meet the needs of a federation user or
sponsor. It is expected that the guidelines provided in this recommended practice are generally relevant to
and can facilitate the development of most HLA federations.

2. References

The three specifications that together compose the HLA provide the technical foundation for designing and
developing all HLA federations. These specifications are described in the following documents:

HLA IEEE 1516 version

IEEE Std 1516™-2000, IEEE Standard for Modeling and Simulation (M&S) High Level Architecture
(HLA)—Framework and Rulek.?

IEEE Std 1516.1™-2000, IEEE Standard for Modeling and Simulation (M&S) High Level Architecture
(HLA)—Federate Interface Specification.

The IEEE products referred to in this clause are trademarks belonging to the Institute of Electrical and Electronics Ergineers,
2IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, P.O. Box 18®8&yPisca
NJ 08855-1331, USA (http://standards.ieee.org/).
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IEEE Std 1516.2™-2000, IEEE Standard for Modeling and Simulation (M&S) High Level Architecture
(HLA)—Object Model Template (OMT) Specification.

HLA Version 1.3 3

High-Level Architecture Rules, Version 1.3, U. S. Department of Defense, Apr. 1998.
A set of ten basic rules that together describe the general principles defining the HLA.

High Level Architecture Interface Specification, Version 1.3, U. S. Department of Defense, Apr. 1998.
A description of the functional interface between simulations (federates) and the HLA RTI.

High-Level Architecture Object Model Template (OMT) Specification, Version 1.3, U. S. Department of
Defense, Apr. 1998.

A specification of the common format and structure for documenting HLA OMs.

3. Definitions, abbreviations, and acronyms

3.1 Definitions

The following terms and definitions, as drawn from the IEEE 1516 series of HLA specifications and other
relevant sources (see Annex A—Bibliography), shall apply throughout this recommended practice.

3.1.1 conceptual modelAn abstraction of the real world that serves as a frame of reference for federation
development by documenting simulation-neutral views of important entities and their key actions and inter-
actions. The federation conceptual model describes what the federation will represent, the assumptions lim-
iting those representations, and other capabilities needed to satisfy the user's requirements. Federation
conceptual models are bridges between the real world, requirements, and design.

3.1.2 federate:An application that may be or is currently coupled with other software applications under a
Federation Object Model Document Data/Federation Execution Data (FDD/FED) and a runtime infrastruc-
ture (RTI). This may include federation managers, data collectors, real world (“live”) systems (e.g., C4l sys-
tems, instrumented ranges, sensors), simulations, passive viewers, and other utilities.

3.1.3 federation:A named set of federate applications and a common Federation Object Model (FOM) that
are used as a whole to achieve some specific objective.

3.1.4 Federation Object Model (FOM):A specification defining the information exchanged at runtime to
achieve a given set of federation objectives. This includes object classes, object class attributes, interaction
classes, interaction parameters, and other relevant information.

3.1.5 Federation Object Model (FOM) Document Data (FDD)The data and information in a FOM doc-
ument that is used by the Create Federation Execution service to initialize a newly created federation execu-
tion. Also called “Federation Execution Data,” or “FED,” in HLA Version 1.3 specifications.

3.1.6 runtime infrastructure (RTI): The software that provides common interface services during a High
Level Architecture (HLA) federation execution for synchronization and data exchange.

SHLA Version 1.3 specifications are available at http://www.dmso.mil.

2 - .Copyright © 2003 |EEE. All rights reserved.
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3.1.7 scenario(A) Description of an exercise. It is part of the session database that configures the units and
platforms and places them in specific locations with specific missions (see IST—SP—964§1](w3]n ini-

tial set of conditions and time line of significant events imposed on trainees or systems to achieve exercise
objectives (se@&he Authoritative Dictionary of IEEE Standards Ter®eventh Edition [B2]).

3.1.8 Simulation Object Model (SOM):A specification of the types of information that an individual fed-
erate could provide to High Level Architecture (HLA) federations as well as the information that an individ-
ual federate can receive from other federates in HLA federations. The standard format in which SOMs are
expressed facilitates determination of the suitability of federates for participation in a federation.

3.2 Abbreviations and acronyms
The following abbreviations and acronyms pertain to this recommended practice.

BOM Base Object Model

CASE Computer-Aided Software Engineering

COTS commercial off-the-shelf

CPU Central Processing Unit

FDD FOM Document Data

FED Federation Execution Data

FEDEP Federation Development and Execution Process
FOM Federation Object Model

GOTS government off-the-shelf

HLA High Level Architecture

IEEE Institute of Electrical and Electronics Engineers, Inc.
LAN Local Area Network

M&S modeling and simulation

MOM Management Object Model

oM Object Model
OMT Object Model Template
RTI runtime infrastructure

SOM Simulation Object Model
VV&A  verification, validation, and accreditation
WAN Wide Area Network

4. FEDEP model: top-level view

One of the design goals identified early in the development of the HLA was the need for a high degree of
flexibility in the process by which HLA applications could be composed and executed to achieve the objec-
tives of particular applications. Because of this basic desire to avoid mandating unnecessary constraints on
how HLA applications are constructed and executed, it was recognized that the actual process used to
develop and execute HLA federations could vary significantly within or across different user applications.
For instance, the types and sequence of low-level activities required to develop and execute analysis-oriented
federations is likely to be quite different from those required to develop and execute distributed training
exercises. However, at a more abstract level, it is possible to identify a sequence of seven very basic steps
that all HLA federations should follow to develop and execute their federations. Figure 1 illustrates each of
these steps and is summarized as follows:

“The numbers in brackets correspond to those of the hibliography in Annex A.
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— Step 1: Define federation objectiv@$e federation user, the sponsor, and the federation develop-
ment team define and agree on a set of objectives and document what must be accomplished to
achieve those objectives.

— Step 2: Perform conceptual analydBased on the characteristics of the problem space, an appropri-
ate representation of the real world domain is developed.

— Step 3: Design federatiokxisting federates that are suitable for reuse are identified, design activi-
ties for federate modifications and/or new federates are performed, required functionalities are allo-
cated to the federates, and a plan is developed for federation development and implementation.

— Step 4: Develop federatioihe Federation Object Model (FOM) is developed, federate agreements
are established, and new federates and/or modifications to existing federates are implemented.

— Step 5: Plan, integrate, and test federatiéil. necessary federation integration activities are per-
formed, and testing is conducted to ensure that interoperability requirements are being met.

— Step 6: Execute federation and prepare outplite federation is executed and the output data from
the federation execution is pre-processed.

— Step 7: Analyze data and evaluate resUltse output data from the federation execution is analyzed
and evaluated, and results are reported back to the user/sponsor.

Define Perform Design Develop Plan, Execute Analyze
Federation Conceptual Federation Federation Integrate, Federation Data and
Objectives Analysis and Test and Evaluate

Federation Prepare Results
Outputs

Corrective Actions / Iterative Development

Figure 1—Federation development and execution process (FEDEP), top-level view

Since this seven-step process can be implemented in many different ways depending on the nature of the
application, it follows that the time and effort required to build and execute an HLA federation can also vary
significantly. For instance, it may take a federation development team several weeks to fully define the real
world domain of interest for very large, complex applications. In smaller, relatively simple applications, the
same activity could potentially be conducted in a day or less. Differences in the degree of formality desired
in the process can also lead to varying requirements for federation resources.

Personnel requirements can also vary greatly depending on the scope of the federation application. In some
situations, highly integrated teams composed of several individuals may be needed to perform a single role
in a large, complex federation, while a single individual may perform multiple roles in smaller applications.
Examples of the types of roles individuals can assume in HLA federations include the federation user/spon-
sor; the federation manager; technologists; security analysts; verification, validation, and accreditation
(VV&A) agents; functional area experts; federation designers; execution planners; federation integrators;
federation operators; federate representatives; and data analysts. Some roles (e.g., operators) are unique to a
single activity in the process, while others are more pervasive throughout the process (e.g., federation man-
ager). Since the applicability of a given role (as well as the set of activities it spans) varies from application
to application, the activities described in this recommended practice specify the roles of individuals only in
generic terms.

A major source of variation in how the seven-step process is implemented relates to the degree of reuse of
existing federation products. In some cases, no previous work may exist, therefore a thoroughly original fed-
eration may need to be developed using a newly defined set of requirements to identify an appropriate set of
federates and to build the full set of federation products needed to support an execution. In other cases, users
of federations with established long-standing requirements will receive additional requirements. In this cir-
cumstance, the federation users can choose to reuse previous work, either in part or whole, along with the
products of new developmental activities. In these situations, federation developers can often meet new user
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requirements by reusing a subset of an established core set of federates and defining appropriate modifica-
tions to other reusable federation products within their domain (e.g., FOM, planning documents). When an
appropriate management structure exists to facilitate this type of federation development environment, sig-
nificant savings can be achieved in both cost and development time.

The remainder of this recommended practice describes a structured, systems engineering approach to feder-
ation development and execution known as the HLA Federation Development and Execution Process
(FEDEP). The seven-step process provides a top-level view of the FEDEP, while the FEDEP itself describes
a decomposition of each of the seven major steps into a set of interrelated lower-level activities and support-
ing information resources. Since the needs of the HLA user community range from “first use” applications

to experienced users, the FEDEP makes no assumptions about the existence of an established core set of
federates or the up-front availability of reusable federation products. Although the intention is to define a
comprehensive, generalized framework for HLA federation construction and execution, it is important to
recognize that users of this process model will normally need to adjust and modify the FEDEP as appropri-
ate to address the unique requirements and constraints of their particular application area. Users and
developers of synthetic environments that are not based on HLA can also benefit from the guidance provided
in this recommended practice, as the FEDEP can be augmented and/or modified as necessary to support
nearly any type of distributed simulation application.

5. FEDEP model: detailed view

The FEDEP Model describes a high-level framework for the development and execution of HLA federa-
tions. The intent of the FEDEP Model is to specify a set of guidelines for federation development and
execution that federation stakeholders can leverage to achieve the needs of their application.

A detailed view of the FEDEP Model is provided in Figure 2. This view illustrates the flow of information
across the seven process steps identified in Figure 1. Data flow diagram notation is used in Figure 2 and
throughout this recommended practice to represent activities (rounded rectangles), data stores (cylinders),
and information flows and products (arrows) (see Scrudder, et al. [B4]).

The subclauses in Clause 5 describe the lower-level activities associated with each of the seven major feder-
ation development and execution steps. A tabular view of the activities inherent to each major step is pro-
vided in Table 1. Each activity description includes potential inputs and outputs of that activity and a
representative list of recommended tasks. Graphical illustrations of the interrelationships among the activi-
ties within each step are also provided. Whenever outputs from one FEDEP activity represent a major input
to one or more other activities, the arrow labels explicitly identify the activities that use these outputs. The
arrow labels also identify the activities that produce inputs. However, there is a presumption embodied
within the FEDEP that once a product has been created, it will be available for all subsequent activities, even
though the product may not be shown as a major input or identified as an input in the activity description.
Additionally, once a product is developed, the product may be modified or updated by subsequent activities
without such modifications being explicitly identified either as a task or output. Input and output arrows
without activity number labels are those in which the information originates from outside or is used outside
the scope of the FEDEP.
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Figure 2—FEDEP, detailed view

Although many of the activities represented in the FEDEP diagram appear highly sequential, the intention is
not to suggest a strict waterfall approach to federation development and execution. Rather, this process illus-
tration is simply intended to highlight the major activities that occur during federation development and exe-
cution and approximately when such activities are first initiated relative to other federation development
activities. In fact, experience has shown that many of the activities shown in Figure 2 as sequential are actu-
ally cyclic and/or concurrent, as was indicated earlier in Figure 1 via the dotted feedback arrows. Users of
the FEDEP should be aware that the activities described in this recommended practice, while being gener-
ally applicable to most HLA federations, are intended to be tailored to meet the needs of each individual
application. For example, FEDEP users should not feel constrained by the federation products explicitly
identified in this recommended practice, but rather should produce whatever additional documentation is
necessary to support their application. The guidance provided in this recommended practice should be used
as a starting point for developing the specific approach to federation development and execution for the
intended application.
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Table 1—Tabular view of the FEDEP
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5.1 Step 1: Define federation objectives

The purpose of Step 1 of the FEDEP is to define and document a set of needs that are to be addressed
through the development and execution of an HLA federation and to transform these needs into a more
detailed list of specific federation objectives.

Figure 3 illustrates the key activities in this step of the FEDEP. In this diagram (and all subsequent diagrams
in this clause), each individual activity is labeled by a number designation (X.Y) to show traceability
between the activity (Y) and the step (X) in the seven-step process to which the activity is associated. The
activity number in these diagrams is intended only as an identifier and does not prescribe a particular order- :
ing. Subclauses 5.1.1 through 5.1.2 describe each of these activities.

Existing Info on
Overall Domain Available
Plans Descriptions Resources
l Federation Objectives
Identify User/Sponsor Neods Statement szvel_op Statement 2.1,2.2,2.3,3.1,7.1,'&2
Ne;e1d5 Ob]e;c;wes Initial Planning Documents 3.3

Figure 3—Define federation objectives (Step 1)

5.1.1 Activity 1.1: Identify user/sponsor needs

The primary purpose of this activity is to develop a clear understanding of the problem to be addressed by
the federation. The needs statement may vary widely in terms of scope and degree of formalization. It should
include, at a minimum, high-level descriptions of critical systems of interest, initial estimates of required
fidelity and required behaviors for simulated entities, key events that must be represented in the federation
scenario, and output data requirements. In addition, the needs statement should indicate the resources that
will be available to support the federation (e.g., funding, personnel, tools, facilities) and any known con-
straints that may affect how the federation is developed (e.g., required federation participants, due dates, site
and federation management requirements, and security requirements). In general, the needs statement
should include as much detail and specific information as is possible at this early stage of the FEDEP.
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An explicit and unambiguous statement of federation needs is critical to achieving clear communication of
intent among the developers of the federation. Failure to establish a common understanding of the required
product can result in costly rework in later stages of the FEDEP.

5.1.1.1 Activity inputs

The potential inputs to this activity are listed below. Neither this list of inputs, nor any subsequent lists of
inputs, is meant to be completely exhaustive, nor are all mandatory for all federations.

— Overall plans (from the stakeholder’s perspective).
— Existing domain descriptions.
— Information on available resources.

5.1.1.2 Recommended tasks

The potential tasks for this activity are listed below. Neither this list of tasks, nor any subsequent lists of
tasks, is meant to be completely exhaustive, nor are all mandatory for all federations.

— Analyze the program objectives to identify the specific purpose and objective(s) that motivate devel-
opment and execution of a federation.

— ldentify available resources and known development and execution constraints.

— Document the information listed above in a needs statement.

5.1.1.3 Activity outcomes

The potential outcomes for this activity are listed below. Neither this list of outcomes, nor any subsequent
lists of outcomes, is meant to be completely exhaustive, nor are all mandatory for all federations.

— Needs statement, including:

— Federation purpose.

— ldentified needs (e.g., domain area/issue descriptions, high-level descriptions of critical systems of
interest, initial estimates of required fidelity, and required behaviors for simulated players).

— Key events that must be represented in a federation scenario.

— Output data requirements.

— Resources that will be available to support the federation (e.g., funding, personnel, tools, facilities).

— Any known constraints which may affect how the federation is developed and executed (e.g., due
dates, security requirements).

5.1.2 Activity 1.2: Develop objectives

The purpose of this activity is to refine the needs statement into a more detailed set of specific objectives for
the federation. The federation objectives statement is intended as a foundation for generating federation
requirements, i.e., translating high-level user/sponsor expectations into more concrete, measurable federa-
tion goals. This activity requires close collaboration between the federation user/sponsor and the federation
development team to ensure that the original needs statement is properly analyzed and interpreted correctly,
and that the resulting objectives are consistent with the stated needs.

Early assessments of federation feasibility and risk should also be performed as part of this activity. In par-
ticular, certain objectives may not be achievable given practical constraints (such as cost, schedule, availabil-
ity of personnel or facilities) or even limitations on the state-of-the-art of needed technology. Early
identification of such issues and consideration of these limitations and constraints in the federation objec-
tives statement will set appropriate expectations for the federation development and execution effort.
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Finally, the issue of tool selection to support scenario development, conceptual analysis, verification and val-
idation (V&V), test activities, and configuration management should be addressed before the “develop
objectives” activity is concluded. These decisions are made by the federation development team on the basis
of tool availability, cost, applicability to the given application, and the personal preferences of the partici-
pants. The ability of a given set of tools to exchange federation data is also an important consideration.

5.1.2.1 Activity inputs

Potential inputs to this activity include the following:
— Needs statement.

5.1.2.2 Recommended tasks

Potential tasks for this activity include the following:

— Analyze the needs statement.

— Assess federation feasibility and risk.

— Define and document a prioritized set of federation objectives, consistent with the needs statement.
— Meet with the federation sponsor to review the federation objectives, and reconcile any differences.
— Define and document an initial federation development and execution plan.

— ldentify potential tools to support the initial plan.

5.1.2.3 Activity outcomes
Potential outcomes for this activity include the following:

— Federation objectives statement, including:

— Potential solution approaches and rationale for the selection of an HLA federation as the best
approach.

— A prioritized list of measurable objectives for the federation.

— A high-level description of key federation characteristics (repeatability, portability, time manage-
ment approach, availability, etc.).

— Domain context constraints or preferences, including object actions/relationships, geographical
regions, and environmental conditions.

— ldentification of federation execution constraints to include functional (e.g., federation execution
control, federate execution control), technical (e.g., site, computational and network operations, fed-
eration health/performance monitoring), economic (e.g., available funding), and political (e.g., orga-
nizational responsibilities).

— ldentification of security needs, including probable security level and possible designated approval
authority (or authorities, if a single individual is not possible).

— ldentification of key evaluation measures to be applied to the federation.

— Initial planning documents, including:
— Federation development and execution plan showing an approximate schedule and major milestones.
— Estimates of needed equipment, facilities, and data.
— Initial planning documents for VV&A, test, configuration management, and security.
— Tool selection to support scenario development, conceptual analysis, V&V, test activities, and config-
uration management.
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5.2 Step 2: Perform conceptual analysis

The purpose of this step of the FEDEP is to develop an appropriate representation of the real world domain
that applies to the federation problem space and to develop the federation scenario. It is also in this step that
federation objectives are transformed into a set of highly-specific federation requirements that will be used
in federation design, development, testing, execution, and evaluation. Figure 4 illustrates the key activities in
this step of the FEDEP. Subclauses 5.2.1 through 5.2.3 describe each of these activities in detail.

Federation

Objectives Existing
Statement Conceptual
1.2 Models
\ 4
Develop Federation Scenario(s) 3.2,4.2 R
Scenario g
21
y —
Existing Federation

v

Scenarios Scenario(s) l Develop Federation | Federgdtion Concegtual Model 3.1,3.2,4.1,4.2

Authoritative ¢ Conceptual Model I

Domain 2.2

v Information
v Federation Requirements
~
Develop Federation 3.23.34.2,7.2
itati i Federation Test
Scenario Authoritative Requirements -ede
Database Resources 2.3 Criteria 3.3,5.3,7.2 .

Figure 4—Perform conceptual analysis (Step 2)

5.2.1 Activity 2.1: Develop scenario

The purpose of this activity is to develop a functional specification of the federation scenario. Depending on
the needs of the federation, the federation scenario may actually include multiple scenarios, each consisting
of one or more temporally ordered sets of events and behaviors (i.e., vignettes). The primary input to this
activity is the domain constraints specified in the federation objectives statement (Step 1), although existing
scenario databases may also provide a reusable starting point for scenario development. Where appropriate,
authoritative sources for descriptions of major entities and their capabilities, behavior, and relationships
should be identified prior to scenario construction. A federation scenario includes the types and numbers of
major entities that must be represented by the federation, a functional description of the capabilities, behav-
ior, and relationships between these major entities over time, and a specification of relevant environmental
conditions that impact or are impacted by entities in the federation. Initial conditions (e.g., geographical
positions for physical objects), termination conditions, and specific geographic regions should also be
provided. The product of this activity is a federation scenario or scenarios, which provides a bounding mech-
anism for conceptual modeling activities.

The presentation style used during scenario construction is at the discretion of the federation developers.
Textual scenario descriptions, event-trace diagrams, and graphical illustrations of geographical positions for
physical objects and communication paths all represent effective means of conveying scenario information.
Software tools that support scenario development can generally be configured to produce these presentation
forms. Reuse of existing scenario databases may also facilitate the scenario development activity.
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5.2.1.1 Activity inputs
Potential inputs to this activity include the following:

— Federation objectives statement.
— EXxisting scenarios.

— Federation conceptual model.

— Authoritative domain information.

5.2.1.2 Recommended tasks
Potential tasks for this activity include the following:

— Choose the appropriate tool(s)/technique(s) for development and documentation of the federation
scenario(s).

— ldentify, using authoritative domain information, the entities, behaviors, and events that need to be
represented in the federation scenario(s).

— Define one or more representative vignettes of federation events that, once executed, will produce the
data necessary to achieve federation objectives.

— Define geographic areas of interest.

— Define environmental conditions of interest.

— Define initial conditions and termination conditions for the federation scenario(s).

— Ensure that an appropriate scenario (or scenario set) has been selected, or if new scenario informa-
tion is to be developed, ensure with the stakeholder that the new scenario(s) will be acceptable.

5.2.1.3 Activity outcomes
Potential outcomes for this activity include the following:

— Federation scenario(s), including:
— Types and numbers of major entities/objects that must be represented by the federation.
— Description of entity/object capabilities, behaviors, and relationships.
— Event timelines.
— Geographical region(s).
— Natural environment condition(s).
— Initial conditions.
— Termination conditions.

5.2.2 Activity 2.2: Develop federation conceptual model

During this activity, the federation development team produces a conceptual representation of the intended
problem space based on their interpretation of user needs and federation objectives. The product resulting
from this activity is known as a federation conceptual model (see Figure 4). The federation conceptual
model provides an implementation-independent representation that serves as a vehicle for transforming fed-
eration objectives into functional and behavioral descriptions for system and software designers. The model
also provides a crucial traceability link between the stated federation objectives and the eventual design
implementation. This model can be used as the structural basis for many federation design and development
activities (including scenario development) and can highlight correctable problems early in the federation
development process when validated by the user/sponsor.
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The federation conceptual model starts as a description of the entities and actions that need to be included in
the federation in order to achieve all federation objectives. At this point, these entities and actions are
described without any reference to the specific simulations that will be used in the federation. The federation
conceptual model also contains an explanatory listing of the assumptions and limitations, which bound the
model. In later steps of the FEDEP, the federation conceptual model transitions through additional enhance-
ment into a reference product suitable for federation design.

The early focus of federation conceptual model development is to identify federation entities, to identify
static and dynamic relationships between entities, and to identify the behavioral and transformational (algo-
rithmic) aspects of each entity. Static relationships can be expressed as ordinary associations, or as more spe-
cific types of associations such as generalizations (“is-a” relationships) or aggregations (“part-whole”
relationships). Dynamic relationships should include (if appropriate) the specification of temporally ordered
sequences of entity interactions with associated trigger conditions. Entity characteristics (attributes) and
interaction descriptors (parameters) may also be identified to the extent possible at this early stage of the
process. While a conceptual model may be documented using differing notations, it is important that the
conceptual model provides insight into the real world domain.

The federation conceptual model needs to be carefully evaluated before the next step (design federation) is
begun, including a review of key processes and events by the user/sponsor to ensure the adequacy of the
domain representation. Revisions to the original federation objectives and federation conceptual model may
be defined and implemented as a result of this feedback. As the federation conceptual model evolves, it is
transformed from a general representation of the real world domain to a more specific articulation of the
capabilities of the federation as constrained by the federates and available resources. The federation concep-
tual model will serve as a basis for many later development activities such as federate selection, federation
design, implementation, test, evaluation, and validation.

5.2.2.1 Activity inputs
Potential inputs to this activity include the following:

— Federation objectives statement.
— Authoritative domain information.
— Federation scenario(s).

— Existing conceptual models.

5.2.2.2 Recommended tasks
Potential tasks for this activity include the following:

— Choose the technique and format for development and documentation of the federation conceptual
model.

— ldentify and describe all relevant entities within the domain of interest.

— Define static and dynamic relationships between federation entities.

— ldentify events of interest within the domain, including temporal relationships.

— Document the federation conceptual model and related decisions.

— Working with federation stakeholders, verify the contents of the conceptual model.

5.2.2.3 Activity outcomes
Potential outcomes for this activity include the following:

— Federation conceptual model.
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5.2.3 Activity 2.3: Develop federation requirements

As the federation conceptual model is developed, it will lead to the definition of a set of detailed federation
requirements. These requirements, based on the original federation objectives statement (Step 1), should be
testable and should provide the implementation level guidance needed to design and develop the federation.
The federation requirements should consider the specific execution management needs of all federation
users, such as federation execution control, federate and federation monitoring, federation data logging, etc.
Such needs may also impact the scenario developed in Activity 2.1. The federation requirements should also
explicitly address the issue of fidelity, so that fidelity requirements can be considered during selection of fed-
eration participants. In addition, any programmatic or technical constraints on the federation should be
refined and described to the degree of detail necessary to guide federation implementation.

5.2.3.1 Activity inputs
Potential inputs to this activity include the following:

— Federation objectives statement.
— Federation scenario(s).
— Federation conceptual model.

5.2.3.2 Recommended tasks
Potential tasks for this activity include the following:

— Define required behaviors of federation entities and required characteristics of federation events.

— Define requirements for live, virtual, and constructive simulations.

— Define human or hardware in-the-loop requirements.

— Define federation performance requirements.

— Define federation evaluation requirements.

— Define time management requirements (real-time versus slower or faster than real-time).

— Define host computer and networking hardware requirements.

— Define supporting software requirements.

— Define security requirements for hardware, network, data, and software.

— Define federation output requirements, including requirements for data collection and data analysis.

— Define execution management requirements.

— Ensure that federation requirements are clear, unique, and testable.

— Demonstrate traceability between federation requirements and program objectives, federation objec-
tives, federation scenario(s), and federation conceptual model.

— Document all federation requirements.

5.2.3.3 Activity outcomes
Potential outcomes for this activity include the following:

— Federation requirements.
— Federation test criteria.
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5.3 Step 3: Design federation

The purpose of this step of the FEDEP is to produce the design of the federation that will be implemented in

Step 4. This involves identifying existing federation participants (federates) that are suitable for reuse, creat-
ing new federates and federate components if required, allocating the required functionality to federates, and
developing a detailed plan for federation development and implementation. Figure 5 illustrates the key activ-

ities in this step of the FEDEP. Subclauses 5.3.1 through 5.3.3 describe each of these activities in detail.

Federation Federation
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Figure 5—Design federation (Step 3)

5.3.1 Activity 3.1: Select federates

The purpose of this activity is to determine the suitability of individual simulation systems to become mem-
bers of the federation. This is normally driven by the perceived ability of potential federation members to
represent objects, activities, and interactions in the federation conceptual model. In some cases, these poten-
tial federation members may be federations themselves, such as an aircraft federate built from separate
simulations of its subsystems. Managerial constraints (e.g., availability, security, facilities) and technical
constraints (e.g., VV&A status, portability) may influence the selection of federation members.

In some federations, the identity of at least some federation participants will be known very early in the pro-
cess. For instance, the federation sponsor may explicitly require the use of certain federates in the federation,
or an existing federation (with well-established federates) may be reused and extended as necessary to
address a new set of requirements. Although early federate selection may have certain advantages, it also
introduces some immediate constraints on what the federation will and will not be able to do. Since required
federate-level capabilities are not always well understood at the initiation of the federation development, it is
generally advisable to defer final decisions on federation membership until this point in the overall process.

Libraries of HLA OMs may be searched for candidate federates, keyed to critical entities and actions of
interest. To support final federate selection decisions, additional information resources (such as design and
compliance documents) are generally necessary to fully understand internal simulation representations of
required behaviors/activities and other practical aspects of federate utilization.
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5.3.1.1 Activity inputs
The potential inputs to this activity include the following:

— Federation objectives statement.
— Federation conceptual model.
— Federate documentation [including Simulation Object Models (SOMs)].

5.3.1.2 Recommended tasks
The potential tasks for this activity include the following:

— Define criteria for federate selection.

— Determine if an existing, reusable federation meets or partially satisfies the federation requirements.

— ldentify candidate federates, including predefined federation participants.

— Analyze the ability of each candidate federate to represent required federation entities/objects and
events.

— Review federation purpose and objectives with respect to selected federates and availability of
resources.

— Document rationale (including assumptions) for selection of federates.

5.3.1.3 Activity outcomes
The potential outcomes for this activity include the following:

— List of selected (existing) federates, including documented federate selection rationale.
5.3.2 Activity 3.2: Prepare federation design

Once all federates have been identified, the next major activity is to prepare the federation design and allo-
cate the responsibility to represent the entities and actions in the federation conceptual model to the feder-
ates. This activity will allow for an assessment of whether the set of selected federates provides the full set of
required functionality. A by-product of the allocation of functionality to the federates will be additional
design information which can embellish the federation conceptual model.

As agreements on assigned responsibilities are negotiated, various federation design trade-off investigations
may be conducted as appropriate to support the development of the federation design. Many of these investi-
gations can be considered to be early execution planning and may include technical issues such as time man-
agement, federation management, infrastructure design, runtime performance, and potential implementation
approaches. The major inputs to this activity include the federation requirements, the federation scenario,
and the federation conceptual model (see Figure 5). In this activity, the federation conceptual model is used
as a conduit to ensure that user domain-specific requirements are appropriately translated into the federation
design. High-level federation design strategies, including modeling approaches and/or tool selection, may be
revisited and renegotiated at this time based on inputs from the federates. When the federation represents a
modification or extension to a previous federation, new federates must be made cognizant of all previously
negotiated agreements within that earlier federation and given the opportunity to revisit pertinent technical
issues. For secure federations, efforts associated with maintaining a secure posture during the federation exe-
cution can begin, including the designation of security responsibility. The initial security risk assessment and
concept of operations may be refined at this time to clarify the security level and mode of operation.
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In the case that an existing set of federates cannot fully address all federation requirements, it may be neces-
sary to perform an appropriate set of design activities at the federate level. This may involve enhancements
to one or more of the selected federates, or could even involve designing an entirely new federate. The feder-
ation development team must balance long-term reuse potential versus time and resource constraints in the
evaluation of viable design options.

5.3.2.1 Activity inputs
The potential inputs to this activity include the following:

— Federation conceptual model.

— Federation scenario(s).

— Federation requirements.

— List of selected (existing) federates.

5.3.2.2 Recommended tasks
The potential tasks for this activity include the following:

— Analyze selected federates and identify those federates that best provide required functionality and
fidelity.

— Allocate functionality to selected federates and determine if federate modifications are necessary
and/or if development of a new federate(s) is needed.

— Develop design for needed federate modifications.

— Develop design for new federates (as necessary).

— Ensure that earlier federation decisions do not conflict with selected federates.

— Evaluate alternative federation design options, and identify the design that best addresses federation
requirements.

— Develop design for federation infrastructure.

— Develop design of supporting databases.

— Estimate federation performance, and determine if actions are necessary to meet performance
requirements.

— Analyze, and if necessary, refine initial security risk assessment and concept of operations.

— Document the federation design.

5.3.2.3 Activity outcomes
The potential outcomes for this activity include the following:

— Federation design, including:
— Federate responsibilities.
— Federation architecture (including supporting infrastructure design).
— Supporting tools (e.g., RTI, performance measurement equipment, network monitors).
— Implied requirements for federate modifications and/or development of new federates.

— Federate designs.
5.3.3 Activity 3.3: Prepare plan

Another major activity in Step 3 (federation design) is to develop a coordinated plan to guide the develop-
ment, test, and execution of the federation. This requires close collaboration among all federation partici-
pants to ensure a common understanding of federation goals and requirements and also to identify (and
agree to) appropriate methodologies and procedures based on recognized systems engineering principles.
The initial planning documents prepared during development of the federation objectives provide the basis
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for this activity (see Figure 5). The plan should include the specific tasks and milestones for each federate,
along with proposed dates for completion of each task.

The plan may also identify the software tools that will be used to support the remaining life cycle of the
federation [e.g., RTI selection, federation runtime tools, Computer-Aided Software Engineering (CASE),
configuration management, V&YV, testing]. For federations with stochastic properties, (e.g., Monte Carlo
techniques), the plan may include an experimental design. For new federations, a plan to design and develop
a network configuration may be required. These agreements, along with a detailed work plan, must be docu-
mented for later reference and possible reuse in other federations.

5.3.3.1 Activity inputs
The potential inputs for this activity include the following:

— Initial planning documents.
— Federation requirements.
— Federation design.

— Federation test criteria.

5.3.3.2 Recommended tasks
The potential tasks for this activity include the following:

— Refine and augment the initial federation development and execution plan, including specific tasks
and milestones for each federate.

— ldentify needed federation agreements and plans for securing these agreements.

— Develop approach and plan for integration of the federation.

— Revise (as necessary) VV&A and test plans.

— Finalize plans for data collection, management, and analysis.

— Complete selection of supporting tools, and develop plan for acquiring and installing the tools.

— Develop plans and procedures for establishing and managing configuration baselines.

— Translate federation requirements into plans for federation execution and management.

— If required, prepare design of experiments.

5.3.3.3 Activity outcomes
The potential outcomes for this activity include the following:

— Federation development and execution plan, including:
— Federation schedule, including detailed task and milestone identification.
— Integration plan.
— VV&A plan.
— Test and evaluation plan.
— Security plan.
— Data management plan.
— Configuration management plan.
— ldentification of required support tools.
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5.4 Step 4: Develop federation

The purpose of this step of the FEDEP is to develop the FOM, modify federates if necessary, and prepare the
federation for integration and test (database development, security procedure implementation, etc.). Figure 6
illustrates the key activities in this phase of the FEDEP. Subclauses 5.4.1 through 5.4.4 describe each of
these activities in detail.

Federation )
Development List of

Existing and Federation ) Selected
Federation FOMs Execution Conceptual Federation ~ Federation (existing) Federate
Design and Plan Federate Model Requirements ~ Scenario(s) Federates Designs
3.2 BOMs 33 SOMs 22 23 21 31 3.2
FOM
N 5.1,5.2
: Develop >
Supporting Resources FOM 4.1 FED/FDD 5.1 R
J Federation
Agreements
A 5.1,5.2,5.3,6.1 _
Establish Federation >
Agreements 4.2 Scenario Instancefs) 5.1 _
Other Object >
Resources Model {
giactt?onary Fg?lwssnr;?‘d Modified/new Federates 5.2 .
Elements ~ FOM BOMs f >nt Federate ) i
) 4 Designs 4.3 Supporting Databases 5.2 o
e
1t Fo i
N
Libraries Implement | Infrastructure 5.2
: I?ata _ of HLA Federation RTI Initialization Data

Dictionaries Object Infrastructure 4.4 (modified) 5.2

Models

Figure 6—Develop federation (Step 4)
5.4.1 Activity 4.1: Develop FOM

Using federates identified to meet federation requirements, and the allocation of responsibilities for repre-
sentation of entities and actions in the federation conceptual model across these federates, the FOM is devel-
oped to support the data exchanges required among the federates to meet the federation objectives. Several
different fundamental approaches can be taken to FOM development, all of which have unique advantages
depending on the particular situation. These approaches include the following:

— Construct the FOM using a “clean sheet” approach by using the federation scenario and federation
conceptual model while applying any existing standards such as those found in a data dictionary.

— Merge together the SOMs of all participating federates, removing those aspects of the SOMs that do
not apply to the domain of interest.

— Begin with the SOM that most closely aligns with the desired FOM, remove those aspects of the :
SOM that do not apply to the domain of interest, and merge in elements of other SOMs to fully rep- -
resent the domain.

— Begin with a FOM(s) from a previous, but similar, application. Modify and/or augment as required.

— Begin with a FOM that provides a common frame of reference to a given user community. Remove
elements of the FOM that are not required for the application. Modify and/or augment only if -
necessary.

— Employ a reusable set of OM components to construct and/or modify a FOM, with each component :
representing a single aspect of federation interplay. Base Object Models (BOMs) (see SISO-REF-
005-2001 [B5]) are one example of such components.

While each of these last five approaches may represent a somewhat more efficient FOM development strat-
egy (relative to starting entirely from scratch) under certain circumstances, all will require some use and
appropriate tailoring of the essential activities described in the HLA OM Development Process (see [B1]). A
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summary of these activities is provided in Figure 7. Federation security personnel must always maintain
knowledge of any classified information associated with applicable entries in each federate’s SOM and the
implications when this data is combined into a single FOM.

The use of libraries of HLA OMs and automated tools to facilitate the OM development process is strongly
encouraged. Furthermore, OM libraries can provide users with access to reusable OMs that can be used as a
template or common foundation for the development of a new FOM. These same libraries may also contain
OM “piece parts” (e.g., individual classes, whole BOMSs) that can be used as building blocks in the construc-
tion or augmentation of a FOM. Automated tools may be used to modify or extend an existing OM or to
build an entirely new FOM. Such tools offer features such as consistency checking, syntax checking, Feder-
ation Execution Data (FED) generation (per HLA Version 1.3 specificdliamsFOM Document Data

(FDD) generation (per IEEE Std 1516.1-2000), and online user manuals.

Prepare Prepare
Determine Specify Determine Class and Prepare Routing Prepare
Federate —p Federate » Attribute/ » Interaction » Attribute and —p Space/ - Object Model
Pub/Sub Publication Parameter Structure Parameter Dimpensions Identification
Capabilities Agreements Requirements Tables Tables Table Table

Process

Products

v v v
Object Interaction Routing Object
FOM/SOM Class Class Attribute Parameter Space/ Model
Lexicon Structure Structure Table Table Dimensions Identification
Table Table Table Table

OMT Components

Figure 7—HLA OM development process

5.4.1.1 Activity inputs
The potential inputs to this activity include the following:

— Federation design.

— Federate SOMs.

— Federation development and execution plan.

— OM data dictionary elements.

— Existing FOMs and BOMs.

— Supporting resources (e.g., OM development tools, OM libraries, dictionaries).
— Federation conceptual model.

5.4.1.2 Recommended tasks

The potential tasks for this activity include the following:

— Choose a FOM development approach.

— Identify appropriate OMs or OM subsets for reuse.

— Review applicable data dictionaries to identify relevant OM elements.
— Develop and document the FOM using an appropriate tool.

— Verify that the FOM conforms to the federation conceptual model.

SInformation on references can be found in Clause 2.
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5.4.1.3 Activity outcomes
The potential outcomes for this activity include the following:

— FOM.
— FED/FDD.

5.4.2 Activity 4.2: Establish federation agreements

Although the FOM defines and documents the full set of data that is exchanged among federates to achieve
federation objectives, there are other operating agreements that must be reached among federate developers
and management (prior to implementation) that are not necessarily documented in the FOM. Such agree-
ments are necessary to establish a fully consistent, interoperable, distributed simulation environment. While
the actual process of establishing federation agreements begins early in the FEDEP and is embodied in each
of its activities, this may not result in a complete set of formally documented agreements. It is at this point in
the overall process that federation developers need to explicitly consider what additional agreements are
required and how they should be documented.

There are many different types of federation agreements. For instance, federation members must use the fed-
eration conceptual model to gain an understanding and agreement on the behavior of all federation objects
and how federation objects will interact with each other during the execution. While some of this informa-
tion will be documented in the FOM, other means may be required to fully address these issues. Additional
requirements for software modifications to selected federates may be identified as a result of these discus-
sions; such requirements must be addressed prior to federation integration activities. Also, agreements must
be reached as to the databases and algorithms that must be common (or at least consistent) across the
federation to guarantee valid interactions among all federation participants. For instance, a consistent feder-
ation-wide view of simulated environment features and phenomena is critical in order for objects owned by
different federates to interact and behave in a realistic fashion. In addition, certain operational issues must be
addressed and resolved among the members of the federation. For instance, agreements on federation initial-
ization procedures, synchronization points, save/restore policies, and security procedures are all necessary to
ensure proper operation of the federation.

Once all authoritative data sources that will be used in support of the federation have been identified, the
actual data stores are used to transition the functional description of the scenario (developed in Step 2; see
Figure 4) to an executable scenario instance (or set of instances). The product of this activity permits federa-
tion testing to be conducted directly within the context of the domain of interest and also drives the
execution of the federation later in the FEDEP.

Finally, federation developers must recognize that certain agreements may require the activation of other

processes external to the FEDEP. For instance, utilization and/or modification of certain federates may

require contractual actions between members of the federation or between the use/sponsor and the affected
federate. Even where contractual actions may not be required, formal memoranda of agreement may be ff
required between members. Additionally, federations requiring the processing of classified data will gener-
ally require the establishment of a security agreement between the federate security authorities. Each of -
these external processes has the potential to negatively impact the development and execution of a federation -
within resource and schedule constraints and should be factored into project plans as early as possible. '

5.4.2.1 Activity inputs
The potential inputs to this activity include the following:

— Federation scenario(s).
— Federation conceptual model.
— Federation design.
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— Federation development and execution plan.
— Federation requirements.
— FOM.

5.4.2.2 Recommended tasks
The potential tasks for this activity include the following:

— Decide the behavior of all federation objects and how they should interact during execution.
— ldentify the necessary software modifications to selected federates, not previously identified.
— Decide which databases and algorithms must be common or consistent.

— ldentify authoritative data sources for federate and federation databases.

— Build all required federate and federation databases.

— Decide how time should be managed in the federation.

— Establish synchronization points for the federation.

— Establish procedures for federation initiation.

— Decide strategy for how the federation should be saved and restored.

— Decide how data is to be distributed across the federation.

— Transform the functional scenario description to an executable scenario [scenario instance(s)].
— Review security agreements, and establish security procedures.

5.4.2.3 Activity outcomes
The potential outcomes for this activity include the following:

— Federation agreements, including:
— Established security procedures.
— Time management agreements.
— Data management and distribution agreements.
— Defined synchronization points.
— Defined federation initialization procedures.
— Federation save/restore strategy.
— Agreements on supporting databases and algorithms.
— Agreements on authoritative data sources.
— Agreements on publication and subscription responsibilities.

— Scenario instance(s).
5.4.3 Activity 4.3: Implement federate designs

The purpose of this activity is to implement whatever modifications are necessary to the federates to ensure
that they can represent assigned objects and associated behaviors as described in the federation conceptual
model (Step 2), produce and exchange federation data with other federates as defined by the FOM, and abide
by the established federation agreements. This may require internal modifications to the federate to support
assigned domain elements, or it may require modifications or extensions to the federate’s HLA interface to
support new FOM data structures or HLA services that were not supported in the past. In some cases (for
non-HLA compliant federates) it may even be necessary to develop an HLA interface for the federate. In this
situation, the federate must consider both the resource (e.g., time, cost) constraints of the immediate applica-
tion as well as longer-term reuse issues in deciding the best overall strategy for completing the federate inter-
face. In situations where entirely new federates are needed, the implementation of the federate design must
take place at this time.
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5.4.3.1 Activity inputs
The potential inputs to this activity include the following:

— Federation development and execution plan.
— List of selected (existing) federates.

— Federate designs.

— Federation design.

— Federation agreements.

— Scenario instance(s).

5.4.3.2 Recommended tasks
The potential tasks for this activity include the following:

— Implement federate modifications to support allocated functionality.

— Implement modifications of, or extensions to, the HLA interfaces of all federates.
— Develop the HLA interface for non-HLA-compliant federates.

— Implement design of new federates as required.

— Implement design of supporting databases and scenario instance(s).

— Complete HLA compliance certification process (if required).

5.4.3.3 Activity outcomes
The potential outcomes for this activity include the following:

— Modified and/or new federates.
— Supporting databases.

5.4.4 Implement federation infrastructure

The purpose of this activity is to implement, configure, and initialize the infrastructure necessary to support
the federation and verify that it can support the execution and intercommunication of all federation compo-
nents. This involves the implementation of the network design, e.g., Wide Area Networks (WANSs), Local
Area Networks (LANS); the initialization and configuration of the network elements, e.g., routers, bridges;
and the installation and configuration of supporting software on all computer systems. This also involves
whatever facility preparation is necessary to support integration and test activities.

In situations in which federation performance is an especially critical issue, it may be desirable to modify the
RTI initialization data associated with the specific RTI implementation being used in the federation.
Although extensive modifications to the RTI initialization data are generally unnecessary, and should only
be undertaken with sufficient knowledge of their potential impacts on the federation as a whole, minor mod-
ifications can improve federation performance in some circumstances.

5.4.4.1 Activity inputs
The potential inputs to this activity include the following:

— Federation design.
— Federation development and execution plan.
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5.4.4.2 Recommended tasks
The potential tasks for this activity include the following:

— Prepare integration/test facility, including:
— Ensure basic facility services (air conditioning, electric power, etc.) are functional and available.
— Ensure availability of required hardware/software in integration/test facility.
— Perform required system administration functions (establish user accounts, establish procedures for
file backups, etc.).

— Implement infrastructure design, including:
— Install and configure required hardware elements.
— Install and configure RTI and other supporting software.
— Test infrastructure to ensure proper operation.

5.4.4.3 Activity outcomes

The potential outcomes for this activity include the following:

— Implemented federation infrastructure.
— Modified (if necessary) RTI initialization data.

5.5 Step 5: Plan, integrate, and test federation

The purpose of this step of the FEDEP is to plan the federation execution, establish all required interconnec-
tivity between federates, and test the federation prior to execution. Figure 8 illustrates the key activities in
this step of the FEDEP. Subclauses 5.5.1 through 5.5.3 describe each of these activities.
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and .
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Instance(s) FDD FOM Plan Agreements
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Figure 8—Plan, integrate, and test federation (Step 5)
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5.5.1 Activity 5.1: Plan execution

The main purpose of this activity is to fully describe the federation execution environment and develop an
execution plan. For instance, federate/federation performance requirements and salient characteristics of
host computers, operating systems, and networks that will be used in the federation should all be docu-
mented at this time. The completed set of information, taken together with the FOM and associated FED/
FDD, provides the necessary foundation to transition into the integration and testing phase of federation
development.

Additional activities in this step include the incorporation of any necessary refinements to federation test and
VV&A plans, and (for secure federations) the development of a security test and evaluation plan. This latter
activity requires reviewing and verifying the security work accomplished thus far in the federation develop-
ment and finalizing the technical details of security design, such as information downgrading rules, formal-
ized practices, etc. This plan represents an important element of the necessary documentation set for the
federation.

Operational planning is also a key aspect of this activity. This planning should address who will be involved

in each execution run, both in a support and operational role. It should detail the schedule for both the execu-
tion runs and the necessary preparation prior to each run. Training and rehearsal for federation support and
operational personnel should be addressed as necessary. Specific procedures for starting, conducting, and
terminating each execution run should be documented.

5.5.1.1 Activity inputs
The potential inputs to this activity include the following:

— FOM.

— FED/FDD.

— Scenario instance(s).

— Federation agreements.

— Federation development and execution plan.

5.5.1.2 Recommended tasks
The potential tasks for this activity include the following:

— Refine/augment federation development and execution plan in the areas of VV&A, test, and security,
as necessary.

— Assign federation components to appropriate infrastructure elements.

— ldentify risks, and take action to reduce risks.

— Document all information relevant to the federation execution.

— Develop detailed execution plans.

5.5.1.3 Activity outcomes
The potential outcomes for this activity include the following:
— Execution environment description.
5.5.2 Activity 5.2: Integrate federation
The purpose of this activity is to bring all of the federation participants into a unifying operating environ-

ment. This requires that all federate hardware and software assets are properly installed and interconnected
in a configuration that can satisfy all FOM data interchange requirements and federation agreements.
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Because WAN/LAN problems are often difficult to diagnose and correct, the WAN/LAN connection should

be established as a first step, especially when dealing with secure connections. The federation development
plan specifies the methodology used in this activity for federation integration, and the federation scenario
instance provides the necessary context for integration activities.

Federation integration is normally performed in close coordination with federation testing. Iterative “test-
fix-test” approaches are used quite extensively in practical applications and have been shown to be quite
effective.

5.5.2.1 Activity inputs
The potential inputs to this activity include the following:

— Federation development and execution plan.

— Execution environment description.

— Federation agreements.

— FOM.

— RTl initialization data.

— Federates (existing selected, modified and/or newly developed federates).
— Implemented federation infrastructure.

— Supporting databases.

5.5.2.2 Recommended tasks
The potential tasks for this activity include the following:
— Ensure that all federate software is properly installed and interconnected.

— Establish method for managing known software problems and “workarounds.
— Perform incremental federation integration according to plan.

5.5.2.3 Activity outcomes

The potential outcomes for this activity include the following:
— Integrated federation.

5.5.3 Activity 5.3: Test federation

The purpose of this activity is to test that all of the federation participants can interoperate to the degree
required to achieve federation objectives. Three levels of testing are defined for HLA applications:

a) Federate testingtn this activity, each federate is tested to ensure that the federate software correctly
implements the federation requirements as documented in the HLA FOM, execution environment
description, and any other federation operating agreements.

b) Integration testingin this activity, the federation is tested as an integrated whole to verify a basic
level of interoperability. This testing primarily includes observing the ability of the federates to
interact correctly with the RTI and to exchange data as described by the FOM.

c) Federation testingln this activity, the ability of the federation to interoperate to the degree neces-
sary to achieve federation objectives is tested. This includes observing the ability of federates to
interact according to the defined scenario and to the level of fidelity required for the application. This
activity also includes security certification testing if required for the application. The results from
federation testing may contribute to verification and validation of the federation as required.
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Procedures for conducting federation testing must be agreed upon by all federation participants and docu-
mented appropriately. Data collection plans should be exercised during the testing phase to ensure that the
data needed to support the federation objectives is being accurately collected and stored. The HLA Manage-
ment Object Model (MOM) may be used during integration/federation testing to provide useful information
on the operation of the RTI, individual federates, and the integrated federation.

The desired output from this activity is an integrated, tested, validated, and if required, accredited federation
that indicates that execution of the federation can commence. If early testing and validation uncover obsta-
cles to successful federation integration and accreditation, federate or federation developers must take
corrective actions. In many cases, these corrective actions simply require a relatively minor software fix (or

series of fixes) or minor adjustment to the FOM. However, testing may also uncover more serious software,

interoperability, or validity problems. In these cases, options may need to be identified, with their associated

cost and schedule estimates (including security and VV&A implications), and should be discussed with the

federation user/sponsor before corrective action is taken.

Finally, whenever a federate has modified its HLA interface to meet federation requirements, that federate
should be tested (or retested) for compliance to the HLA. Although this task may be performed at this time,
compliance testing may also be performed as a post-federation activity.

5.5.3.1 Activity inputs
The potential inputs to this activity include the following:

— Federation development and execution plan.
— Federation agreements.

— Execution environment description.

— Integrated federation.

— Federation test criteria.

5.5.3.2 Recommended tasks
The potential tasks for this activity include the following:

— Perform federate-level testing.

— Perform federation-level connectivity and interoperability testing.
— Analyze testing results (i.e., compare against test criteria).

— Review test results with federation user/sponsor.

5.5.3.3 Activity outcomes
The potential outcomes for this activity include the following:

— Tested (and if necessary, accredited) federation, including:
— Federate test data.
— Tested federates.
— Federation test data.
— Corrective actions.

5.6 Step 6: Execute federation and prepare outputs

The purpose of this step of the FEDEP is to execute the federation and to pre-process the output data from
the federation execution. Figure 9 illustrates the key activities in this step of the FEDEP. Subclauses 5.6.1
through 5.6.2 describe each of these activities.
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Figure 9—Execute federation and prepare outputs (Step 6)

5.6.1 Activity 6.1: Execute federation

The purpose of this activity is to exercise all federation participants in a coordinated fashion over time to
generate required outputs, and thus achieve stated federation objectives. The federation must have been
tested successfully before this activity can begin.

Execution management and data collection are critical to a successful federation execution. Execution man-
agement involves controlling and monitoring the execution via specialized software tools (as appropriate).

Execution can be monitored at the hardware level [e.g., Central Processing Unit (CPU) usage, network load],
and/or software operations can be monitored for individual federates or across the full federation. During

execution, key federation test criteria should be monitored to provide an immediate evaluation of the suc-

cessful execution of the federation.

Data collection is focused on assembling the desired set of outputs and on collecting whatever additional
supporting data is required to assess the validity of the federation execution. In some cases, data is also
collected to support replays of the federation execution (i.e., “playbacks”). Essential federation data may be
collected via databases in the federates themselves, or can be collected via specialized data collection tools
directly interfaced to the RTI. The particular strategy for data collection in any particular federation is
entirely at the discretion of the federation development team, and should have been documented in the feder-
ation requirements, the federation development and execution plan, and in the federation agreements.

For secure federations, strict attention must be given to maintaining the security posture of the federation
during execution. A clear concept of operations, properly trained security personnel, and strict configuration
management will all facilitate this process. It is important to remember that authorization to operate (accred-
itation) is usually granted for a specific configuration of federates. Any change to the federates or federation
composition will certainly require a security review and may require some or all of the security certification
tests to be redone.

5.6.1.1 Activity inputs
The potential inputs to this activity include the following:

— Tested federation.

— Federation development and execution plan.
— Federation agreements.

— Execution environment description.

Copyright © 2003 IEEE. All rights reserved. R 27

Copyright The Institute of Electrical and Electronics Engineers, Inc.
Provided by IHS under license with IEEE Licensee=FAA/9999507001
No reproduction or networking permitted without license from IHS Not for Resale, 05/27/2008 09:41:42 MDT



IEEE
Std 1516.3-2003 IEEE RECOMMENDED PRACTICE FOR HIGH LEVEL ARCHITECTURE (HLA)

5.6.1.2 Recommended tasks
The potential tasks for this activity include the following:
— Perform identified executions and collect data.
— Manage the execution in accordance with the federation development and execution plan.
— Document detected problems during execution.
— Ensure continued secure operation in accordance with certification and accreditation decisions and
requirements.
5.6.1.3 Activity outcomes

The potential outcomes for this activity include the following:

— Raw execution outputs (data).
— Documented execution problems.

5.6.2 Activity 6.2: Prepare federation outputs

The purpose of this activity is to pre-process the output collected during the federation execution prior to the
formal analysis of the data in Step 7. This may involve the use of data reduction techniques to reduce the
gquantity of data to be analyzed and to transform the data to a particular format. Where data has been
acquired from many sources, data fusion techniques may have to be employed. The data should be reviewed
and appropriate action taken where missing or erroneous data is suspected. This may require further federa-
tion executions to be conducted.

5.6.2.1 Activity inputs

The potential inputs to this activity include the following:

— Raw execution outputs (data).
— Documented execution problems.

5.6.2.2 Recommended tasks
The potential tasks for this activity include the following:
— Merge data from multiple sources.
— Reducel/transform raw data.
— Review data for completeness and possible errors.
5.6.2.3 Activity outcomes

The potential outcomes for this activity include the following:

— Derived outputs.
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5.7 Step 7: Analyze data and evaluate results

The purpose of this step of the FEDEP is to analyze and evaluate the data acquired during the federation exe-
cution (Step 6), and to report the results back to the user/sponsor. This evaluation is necessary to ensure that
the federation fully satisfies the requirements of the user/sponsor. The results are fed back to the user/spon-
sor so that they can decide if the federation objectives have been met, or if further work is required. In the
latter case, it will be necessary to repeat some of the FEDEP steps again with modifications to the appropri-
ate federation products. Figure 10 illustrates the key activities in this step of the FEDEP. Subclauses 5.7.1
through 5.7.2 describe each of these activities.

Federation
Derived Objectives ; ;
Outputs Statement Fedgratlon Federa.tlor)
6.2 12 Requirements  Test Criteria
' 23 213

l l l Lessons Learned _
Analyze Data | Analyzed Data ;( Evaluate and Final Report -
71 4 Feedback Results N »
: 7.2 Reusable Federation Products

Figure 10—Analyze data and evaluate results (Step 7)

5.7.1 Activity 7.1: Analyze data

The main purpose of this activity is to analyze the derived outputs from Step 6. This data may be supplied
using a range of different media (e.g., digital, video, audio), and appropriate tools and methods will be
required for analyzing the data. These may be commercial off-the-shelf (COTS) or government off-the-shelf
(GOTS) tools or specialized tools developed for a specific federation. The analysis methods used will be spe-
cific to a particular federation and can vary between simple observations (e.g., determining how many tar-
gets have been hit) to the use of complex algorithms (e.g., regression analysis or data mining). In addition to
data analysis tasks, this activity also includes defining appropriate “pass/fail” evaluation criteria for the fed-
eration execution and defining appropriate formats for presenting results to the user/sponsor.

5.7.1.1 Activity inputs
The potential inputs to this activity include the following:

— Derived outputs.
— Federation objectives statement.

5.7.1.2 Recommended tasks
The potential tasks for this activity include the following:
— Apply analysis methods and tools to data.
— Define appropriate presentation formats.
— Prepare data in chosen formats.
5.7.1.3 Activity outcomes
The potential outcomes for this activity include the following:
— Analyzed data.
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5.7.2 Activity 7.2: Evaluate and feedback results

The purpose of this activity is to determine if federation objectives have been met and to archive reusable
federation products. There are two main tasks in this activity. In the first task, the derived results from the
previous activity are evaluated to determine if all federation objectives have been met. This requires a retrac-
ing of execution results to the measurable set of federation requirements originally generated during concep-
tual analysis (Step 2) and refined in subsequent steps. This step also includes evaluating the results against
the federation test criteria. In the vast majority of cases, any impediments to fully satisfying federation
requirements have already been identified and resolved during the earlier federation development and inte-
gration phases. Thus, for well-designed federations, this task is merely a final check. In those rare cases in
which certain federation objectives have not been fully met at this late stage of the overall process, corrective
actions must be identified and implemented. This may necessitate revisiting previous steps of the FEDEP
and regenerating federation results.

The second task in this activity, assuming all federation objectives have been achieved, is to store all reus-
able federation products in an appropriate archive for general reuse within the domain or broader HLA com-
munity. At a minimum, this would include archiving the FOM and any modifications to the SOMs of
federation participants. However, there may be other federation products that may also be reusable, such as
the federation scenario and the federation conceptual model. In fact, it may be advantageous in some
instances to capture the full set of federation products required to reproduce the federation execution. Deter-
mination of which federation products have potential for reuse in future applications is at the discretion of
the federation development team.

5.7.2.1 Activity inputs

The potential inputs to this activity include the following:
— Analyzed data.
— Federation objectives statement.
— Federation requirements.
— Federation test criteria.

5.7.2.2 Recommended tasks

The potential tasks for this activity include the following:
— Determine if all federation objectives have been met.
— Take appropriate corrective actions if deficiencies are found.
— Archive all reusable federation products.

5.7.2.3 Activity outcomes

The potential outcomes for this activity include the following:
— Lessons learned.

— Final report.
— Reusable federation products.
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6. Conclusion

This recommended practice has provided a view of the FEDEP. Currently, this model represents the best
practices available to the HLA community. The FEDEP is an easily tailored process and is offered as guid-
ance to all participants in HLA activities. As additional experience is accrued in building HLA applications,
the FEDEP will leverage this knowledge and evolve accordingly.

In the longer term, the FEDEP is expected to serve as a framework for the development of alternative, more
detailed views of the FEDEP that may better satisfy the needs of specific communities. Such views can pro-
vide implementation level guidance to “hands-on” federation participants without the need to interpret and
customize the more generalized FEDEP activity descriptions to a particular domain. Participants in HLA
activities are encouraged to perform these types of adaptations whenever appropriate.
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